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1. BeBenenue

Hacrosmuit TOKYMEHT $IBIII€TCS PYKOBOJACTBOM II0 HACTPOMKE U CONPOBOKICHHUIO MOJIYJIS

«/leno wu3genus», BXOAAUIETO B ABTOMAaTU3UPOBAHHYIO CHUCTEMY YIPABICHUS JUCKPETHBIM

IMpOU3BOJACTBOM ((HpI/ISMa».

1.1. IlepeyeHb TEPMHUHOB, ONIPe/ieIeHUI U COKPAIlEeH Uit

CHCI_[I/I(I)I/I‘IHLIG A1 HACTOAWICTO0 AJOKYMCHTAa TCPMUHBI, OIPCACICHUA U COKpAIICHHUA

npencrasicHbl Hike (Tabnuma 1 Tabnuma 2 ).

Ta6mmma 1 — TepMuHBI ¥ OnIpeACIICHHS

Tepmun

Onpenesenune

Astra Linux.s

Poccuiickast omepanuoHHass cucremMa Ha 0ase
OTKpPBITOIO  HCXOJHOIO  KOJa, pa3zpaboTaHHas
CHELUMaJbHO I HYXKJI  T'OCYAApCTBEHHBIX
YUPEXKJIECHUN U KPUTUUECKU BAXKHBIX OOBEKTOB.

Bpoxkep coobmienuit

HpOFp&MMHOC obecneyeHue AL CBA3U  MCXKIAY
IIPUITOKCHUAMMU, CUCTCMaMH u C.]'Iy>I(6aMI/I,
ImomMoraromece §Hum 00MeHUBATHCS HH(l)OpMaHHCﬁ

JIPYT C APYTOM.

Cymaocts ACYIIT «IIpu3may, HeoOXoaumas st

Konnekrop peanu3zanuu OOMEHa JaHHBIMH CO CMEXHBIMHU
CHCTEMaMH.
CrpykTypHasd e€IMHMIA, BXOIdllas B TIPYIIy
Monyib «IlopnepxxuBaromiye CUCTEMBD» ACYII
«IIpusmany.

Ta6muma 2 — CokparnieHus

Cokpamenue

ITo1HOE HAMMEHOBaHUE

API

Application Programming Interface — nporpammMubIit
uHTepdeiic.

CIFS

Common Internet File System - npoTokoJ1, KOTOpHIiA
MO3BOJISIET KIIMEHTaM I0JIy4aTh IOCTYI K (aiinam Ha
CEpPBEPE 110 CETH.

JSON

JavaScript Object Notation — tekcroBblii (opmat
oOMeHa JaHHBIMH, KOTOPBIH HCIONB3YeTCS JUIs
XpaHEHUS] [JaHHBIX M WX [Epellaud  MEKIy
Pa3TMYHBIMU CHCTEMAMH M TIPIIIOKEHHUSMH.

REST

REpresentational State Transfer — mnepenaua
PpENpPE3EHTATUBHOIO COCTOSHHUS.

SSH

Secure Shell - mpoTokon mpuUKIaTHOTO YPOBHS JUIS
6e3omacHoro ooMeHa nHpopMalen MeXIy IBYyMs
YCTPOMCTBAMM.

URL

Uniform Resource Locator - aapec caiita win
OTZIEJIBHON BeO-CTpaHUIIbL, JOKYMCHTAa,

M300paKeHUsI B UHTEPHETE.
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ABTOMaTH3UpPOBAHHAS cuctema yrpaBiIeHUsS
ACYATT JTUCKPETHBIM MPOU3BOACTBOM.
b/l ba3a naHHbIX.
IocTt l'ocynapcTBeHHBIN cTaHAAPT.
JICE Jletanu 1 cOOpOUYHbIE €TUHUIIBI.
KJI KoncTpykTopckast JOKyMeHTaIus.
KTC Komrekc TeXHU4eCKUX CpeCTB.
oC OnepanmonHasi cucteMa.
K [TopTaTuBHBINA KOMIIBIOTED.
1o [IporpamMmMHOe obecrieueHue.

1.2. Tpebdyemblii ypoBeHb MOATOTOBKH 00CIY:KMBAOIIIEr0 MEPCOHANa
TpeOGyemblii ypoBEHb MOJATOTOBKU OOCTYXHMBAIOLIEr0 IEpPCOHAja OMUCAaH B JIOKYMEHTE
«PykoBozicTBO mo HacTpoiike u comnpoBoxaeHuo moaynss ACYIID «Ilpuszmay». PykoBoactBo 1o

HACTPOMKE U COMPOBOXKACHUIO Moayist «/leno uzaenus» m.1.1.

1.3. [lepeyeHb JAOKYMEHTAIlUM, C KOTOPOW HEeOOXOAUMO  O3HAKOMHTBCS
00CIyKMBAKOLIEMY ITEPCOHAILY
OO0cnyXuBawIleMy TMepCcoHaly IMepel HadaloM paboThl HEOOXOAMMO O3HAKOMHUTHCS C
JOKYMEHTAaIUEH:
— PykoBoxactBo no ycranoBke ACY/II «IIpuzma». PykoBOACTBO IO YCTaHOBKE MOIYJS
«/leno uznenus»;
— PykoBozcTBO 110 HacTpolike u conpoBoxaeHuto Moyt ACY I «I1puzmay. PykoBoacTBo
10 HACTPOMKE U COMPOBOXKICHUIO MOAYIIS «/Jleno usnenus»,
— PykoBoxncteo monb3oBatenein ACYII «IIpuzma». PykoBoacTBO mMosb30BaTenss MOAYIS
«/Jleno n3genus»;
— O6mee onncanue ACY IIT «[Ipuzmay. OGmiee onucanre Moayist «Jleno u3aenus»;
— O6mee onucanne ACYIT «IIpuzmay. O6ee onrcanue monyins «llnatdpopmar,

— PykoBoxacteo mons3oBateneit ACY/III «lIpuzma». PykoBoacTBO MOJb30BaTenst MOAYIS
«[Tnardopmay;

— PykoBoxnctBo mo Hactpoiike u conposoxacHuio ACY/II «IIpuszmax». PykoBoncTBo 1o
HacTpoiKe U conpoBoxaeHuIo Moayis «llnardopmay;

— PykoBoxnctBo no ycranoBke ACY/III «lIpu3ma». PykoBOACTBO IO YCTaHOBKE MOZYJS
«[InaTdopmar.

1.4. CocTaB nporpaMmMHoOro odecrne4eHus
[TporpammHuoe obecnieuenue HeobOxomumoe it padotel ACY Il «IIpusmay. [eno uznenus
OIMHCaHO B J0KyMeHTe «PyKoBOACTBO 1o HacTpoiike u conpopoxaeHuio Moayns ACY AT «Ilpuzman.

PYKOBO,Z[CTBO Io HaCTpOﬁKe " COIIPOBOXIACHUIO MOIYJIA «I[eno U3OCTIUA» m.1.3.

2. OnucaHue onepamnuii

2.1. Oounosaenue IO

I[J'I}I OOHOBJICHUS IporpaMMHOro obecneueHUs HeO6XO,Z[I/IMO IMPOU3BCCTU CIICAYIOIINC JEeHCTBUA:
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1. Barpy3uthb 06passl B docker-registry

2. [TonmoxxuTh source KOHHEKTOPHI PAIOM € pa3BepHyTOM maTdopmoit B nmanky /config/kaftka-
connectors/source

3. Ecniu Heo6X01MMO, OJIOKUTH Sink KOHHEKTOPHI PSIIOM C pa3BEPHYTOH I1aT(HOPMOIA B IMAIKY
Jconfig/kafka-connectors/sink:

— sink-plantask-composition-deleted.json — mns ymansemsix JICE;

— sink-plantask-executor-personal.json — ajs HCITOTHUTENCH;

— sink-workshop-group-workshop.json — mis moapasneneHuii B rpymiax;

— sink-acceptance-type.json — aJist BUI0OB IPUEMKH;

— sink-production-directive.json — s yka3aHuii Mpou3BOICTBY;

— sink-production-plan-part.json — ayis yacTeii riaHa,

— sink-workshop-group.json — yist TpyIin NoApa3aeieHuid;

— sink-integration-plantask-manufacturing-line — s HanpaBneHuit MPoU3BOACTBA,;

— sink-integration-plantask-plantask — ais mos3umnuii mana mpou3BoCTBA,

— sink-integration-plantask-product-line — as 0603HaYeHNI U3AEITHUIT [T0 HAIIPABICHHUSIM
MIPOU3BOJCTBA.

4. Tlonoxxuth COMPOSE ¢aiyibl psAAOM C HAcTpoikou mmiardpopmbl (MecTo, OTKyAa OBLIO
NPOM3BEICHO pa3BepThiBaHUE TIaTGopMbl) B nanky ./traceabilityproduct/*-compose.yml

5. B docker-compose.yaml miatdopMbl HYXXHO 100aBUTh HCIIOJIB3YEMOE TPHIOKEHHUE
(traceabilityproduct) B BeTky services.admin-rest.environment.prism.applications.main

6. [lepepa3BepHyTh miardopmy.

2.2. BHenrHuii MeXaHU3M KOPPEKTHPOBKHU H 3aMeHbI IA0JI0HOB TOKYMEHTOB

Jlnis mepeonpeienieHust OTYETHBIX (OPM, T0CTaTOYHO 100aBUTH MAIKY reports psaIoM C HYKHBIM
IIPUIIOKECHUEM.

Taxk wkak ACYJIl «IIpusma» paszBopauuBaercs mnpeumyinectBo B cpeae docker swarm,
HE0oOXOIMMO MOJAKIJIAAbIBATh (haliIbl OTYETOB KaK OTAENbHbIE volume ¢ MOJKIIOYEHHBIM CETEBBIM
TUICKOM.

s storo B narnke uacramisatopa ACY AT «IIpu3may BHIIOTHUTE KOMaHITY:

./install. {environment}.sh extract-reports

Jns  npunoxenuit ompeneneHHsix B nepeMeHHo PRISM2 APPLICATIONS, Oyner
MIPOM3BECH MOMCK OTYETOB B MX oOpa3zax (mamka ./images), Mociie 4ero psiioM C HaCTpOWKaMu JJist
KOHKpEeTHOro npuiiokeHus (compose files) mosiBurcs namnka reports:

./setup/{application}/reports

[TpuMep NOIKIIOYEHUS CETEBOrO JUCKAa C HCIHOJIb30BaHMEM IakeTa mporpaMMm Samba u
nporokoina CIFS u3 makera ycranoBku Astra Linux.

B OC Astra Linux ycranosuts maket fly-admin-samba ciexyromieit komaH10ii:

sudo apt install fly-admin-samba
CoziaTe IUPEKTOPUIO:

sudo mkdir /prism2 files
OTtpenakTupoBaTh KOH(OUTYPATMOHHBIN (haiii:

sudo nano /etc/samba/smb.conf
J1o6aBUTh B €ro KOHeIl CIeAYIOUIYI0 KOH(PUTypaIuio:
[prism2 files]

available = yes



comment = prism2 files

browseable = yes
case sensitive = yes
ea support = yes

fstype = Samba

path = /prism2 files

writable = no

smb encrypt = no

read only = yes

#IJoCcTynHO BCEM

guest ok = yes

#fguest account = nobody
3anycTuTh MPOBEPKY HACTPOEK:

testparm

[Tocne dero nmepe3arpy3uTh CepBUC samba:
sudo systemctl restart smbd

CxomupoBath (haiiiibl B CO3JAHHYIO CETCBYIO MMANKy KOMaHIOM:
mkdir -p /prism2 files/{application}/reports $folder && cp -r
./setup/{application}/reports/* /prism2 files/{application}/reports

Jlo0aBUTh HACTPOMKU Ui HYKHOTO MPHIOKEHHS B OCHOBHOM compose (ailnm M Takxke
CMOHTHPOBAThH CO3IaHHBIN TUCK C moMoIbto apaiisepa CIFS:
{application}-rest:
volumes:
- {application} reports:/reports
volumes:
{application} reports:
driver: local

driver opts:

type: cifs

device: //{HOST IP}/prism2 files/{application}/reports
o: "guest,sec=none,vers=1.0"
#unm
#o0: "username=admin, password="* **x*x*x*x"yarg=1 Q"

Jlnis u3BieYeHUs, KOPPEKTUPOBKU U moaMeHbl (aiinoB B mpuioxeHusx ACY /Il «IIpuzmay,

TpeGyeTc;I OCYHICCTBUTD BBIICCTOAIINEC IArv, rpu 3TOM 3aMCHUTb B KOMaH/JIaX «reports» Ha «filesy.

3. ABapuiiHble CHTYyauMu
Puck BO3HUKHOBEHUS aBapHﬁHBIX CI/ITyaI_II/Iﬁ B JaHHOM MOAYJIC€ OYCHb MaJl, OCHOBHBIMU
NpUuYruHaM  OAaHHBIX CI/ITyaL[I/Iﬁ BO3MOXHBI TOJBKO HCCO6JIIOI[CHI/IC YCJ'IOBI/Iﬁ BBIITOJIHCHU S

TEXHOJJOTHYCCKOI'O MPOoLECCa, a TAKXKE IIPH MOTEPEC YaCTU JaHHBIX B CHCTEMHOI1 ITamKe.



3.1. JleiicTBUSI MPH 0TKA3aX MPOrPAMMHBIX I TEXHHYECKUX CPEICTB
O neiicTBUSAX IMPHU OTKa3ax MPOTPAMMHBIX WM TEXHUYECKHX CPEICTB ONHUCAHO B JTOKYMEHTE
«PykoBozncTBO mo Hactpoiike M compoBoxacHuo Moayns ACYII «llpusma». PykoBoactBo mo

HACTPOWKE U CONpoBOXKAeHUIO Moayns «llmatdopmay» m.5.1.

3.2. JlelicTBHSA MO0 BOCCTAHOBJIEHUIO IPOrPAMMHOI0 00€ecTieYeHUus1 CHCTEMbI
O neicTBUSAX MO BOCCTAHOBIIEHHUIO TPOTPAMMHOI0 00€CIIeYeHH s CUCTEMBI OIMCAHO B IOKYMEHTE
«PykoBOJICTBO 1O HacTpoirike u compoBoxaeHU0 moayiast ACYIID «lIpusmay». PykoBoacTtBo 1o

HACTPOWKE U CONpOBOXKAeHUIO Moayns «llmatdopmar m.5.2.

3.3. JleiicTBHSI IO BOCCTAHOBJICHHIO TaAHHBIX
O nelicTBUAX 110 BOCCTAHOBJIEHUIO JaHHBIX ONMCAHO B IOKYMEHTE «PyKOBOJCTBO 110 HACTPOMKE
u conpoBoxaeHuo Moayis ACYIII «IIpuszmay. PykoBOACTBO MO HACTPOWKE W COMPOBOKICHUIO

monyns «Ilnardpopma» n.5.3.

3.4. JleiicTBUsI B cJay4YassX OOHApPY:KeHHSl HECAHKIMOHMPOBAHHOIO [0CTyNma K
JaHHBbIM
B cniydae o6Hapyxenus HecankimonupoanHoro nocryna k ACY AI1 «Ilpusmay. Jleno uznenus

HCO6XOI[I/IMO NpCANpUHUMATDb JEUCTBUS B COOTBETCTBHU C MOJIUTHUKOM 0e30macHOCTH NpCaANpuATHUA.
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