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1. BeBenenue

Hacrosmuit NOKyMEHT SIBIII€TCS PYKOBOJACTBOM II0 HACTPOMKE U CONPOBOKICHHUIO MOJIYJIS

«Ilnan nexa», BXOAAIICTO B ABTOMaTI/I3I/IpOBaHHYIO CUCTCMY YyIIpaBJICHUA JUCKPCTHBIM ITPOU3BOACTBOM

«ITpuzmay.

1.1. IlepeyeHb TEPMUHOB, ONpPe/ieJIeHUI U COKPaIleHUil

CHGI.[I/I(l)I/I‘IHI)IC 1 HACTOALICr0 JOKYMCHTa TCEPMHUHBI, OIPEACICHHUSA MW COKpaAllCHUA

npeacrasiacHbl Hike (Tabauma 1 Tabmuma 2 ).

Tabnuna 1 — TepMuHbI ¥ onpeeneHus

TepMmun

Omnpenesienue

Astra Linux.s

Poccuiickas orcpanvoHHasd CHUCTCMaAa Ha 0aze
OTKPLITOI'O HCXOAHOI'O KoJa, pa3pa60TaHHa$1
CIICHHUAJIBHO JJIA HYXK] ToCyAapCTBCHHBIX
yqpex(z[eHm”d H KPUTHUYCCKU Ba’KHBIX 00BEKTOB

Bpoxkep coobreHmit

[IporpamMMHOe oOecrieueHue I CBSI3U  MEXIY
MIPHUIIOKCHUAMMU, cucreMmamMu u CJIy>K6aMI/I,
MOMOTaroIee MM OOMEHHUBAThCS HH(POPMAIIUCH

ZIPYT ¢ IpyroM

Cymnocts ACYII «IIpusmay, HeoOXoaumas st

Konnexrop peanu3zan  OOMEHa JaHHBIMH CO CMEXHBIMU
CUCTEeMaMHU
CTpyKkTypHasi €IWMHHUIIA, BXOJSIIAs B TPYIIILY
Monynb «ITonnepxuBarorie CHUCTEMBD» ACY I
«ITpuzmay.

Tabmuma 2 — CokparieHus

Cokpamenue

ITo1HOE HAaMMeHOBaHME

API

Application Programming Interface — nporpamMHbIit
uHTepdeiic

CIFS

Common Internet File System - npotoko, KOTOpBIii
MO3BOJISIET KIIMEHTAM MOJTy4aTh A0CTYI K (aitnam Ha
cepBepe 10 CeTH

JSON

JavaScript Object Notation — TekcroBbIii (opmaT
oOMeHa JaHHBIMU, KOTOPBIN HCIOJIB3YEeTCS IS
XpaHCHUA  JaHHBIX MW HX nepeaayn MCKIOY
PAa3JIMIHBIMU CUCTEMAaMU U ITPUITOKCHUSIMHU

REST

REpresentational State Transfer — mnepenaua
PCIPE3CHTATUBHOI'O COCTOAHUSA

SSH

Secure Shell - mpoTokon MPUKIATHOTO YPOBHS JIJIsI
6e3omacHoro oOMeHa mHpopMalueln Mexay ABYyMs
YCTpOMCTBAMU

URL

Uniform Resource Locator - angpec caiita wim
OT,Z[CJIBHOﬁ Be6-CTpaHI/ILU>I, AOKYMCHTA,
1/1306pa>1<eHH;1 B UHTCPHETC
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ABTOMaTH3UpPOBAHHAS cuctema yrpaBiIeHUsS

ACYATT JTUCKPETHBIM MPOU3BOACTBOM

b baza nanabIx

IocTt l'ocynapcTBeHHBIN CTaHIApPT
JCE JleTanu u cOOpOYHBIC €TUHUIIBI
K KoHcTpykTopcekas JoOKymMeHTanus
KTC Kommiekc TeXHHUECKUX CpeaCcTB
oC OnepanmonHasi cucteMa

K [TopTaTuBHBINA KOMIIBIOTED

110 [Iporpammuoe obecnieueHune

1.2. TpebOyemblii ypoBeHb MOATOTOBKH 00CJIYKHBAIOILEr0 MepPcoHaa

TpeOyemblii ypoBEHb MOJITOTOBKH OOCITY)KMBAIOIIETO TIE€PCOHANIAa OMUCAaH B JIOKyMEHTE

«PykoBozacTBO mo Hactpoiike u compoBoxkaeHuto Moaynst ACYII «Ilpusma». PykoBoactBo mo

HACTpOIiKe U corpoBoxaeHuI0 Moayns «[lman nexay» m.1.1.

1.3. IlepedyeHb JOKYMEHTALUH, C KOTOPOH HEOOXOJUMO 03HAKOMHUTbHCH 00CIYKHBAKOIIEMY

MepPCoOHATY

OOcnyxuBamnieMy TIepCcoHaly Iepes] HadaJoM paboThl HEOOXOAMMO O3HAKOMHUTHCA C

JOKYMEHTAIHEeH:

PyxoBoactBo no ycranoske ACY/II «IIpusma». PykoBoacTBO MO yCTaHOBKE MOMYJIS
«ITnan mexay,

PykoBoncTBO o HacTpoiike u conpoBoxaeHuto Moyt ACY I «IIpuzmar. PykoBoactso
10 HaCTPOMKE U COMPOBOXACHUIO Moayis «[lnan nexay,

PykoBoactBo momb3oBateneid ACY Il «IIpuzma». PykoBOACTBO MOJIB30BATENSI MOYJIS
«[Inan uex»;

O6mmee onucanune ACY AIT «IIpuszmay. OOmiee onrcanue monyis «llnan mexay;

O6mee onucanne ACYAIT «IIpusmay. OGmiee onucanue moayis «Ilnatpopmay,
PykoBoactBo momb3oBateneid ACY Il «IIpu3zma». PykoBoncTBO mosb30BaTenss MOIYJIsS
«IInardpopmay;

PykoBonctBo mo Hacrtpoiike u comnpoBoxaeHuto ACY/IT «IIpusmax». PykoBonacTBo 1o
HacTpoiKe U conpoBoxaeHNI0 Moayis «Ilmardopmar;

PykoBoactBo mo ycranoBke ACY/II «lIpu3zma». PykoBOACTBO MO yCTaHOBKE MOIYJIsS
«[Tnardopmay.

1.4. CocraB nporpaMmMHOro odecrne4eHust

[Iporpammuoe obGecnieuenue Heoboxoaumoe ans padotsl ACYIl «Ilpusmay». Ilman unexa

OIMHCaHO B J0KyMeHTe «PyKoBOACTBO Mo HacTpoiike u conpoBoxaeHuio Moayns ACY T «Ilpuzmax.

PYKOBO,Z[CTBO Io HaCTpOﬁKe " COIIPOBOXIACHUIO MOIYJIA «Ilman nexa» m1.3.

2. OnucaHue onepamnuii

2.1. Oounosaenne I1O

Jnst oOOHOBIIEHUS IPOTPAMMHOTO 00€CIIeYeHUsT HEOOXO0IMMO MTPOU3BECTH CIICTYIOIITNE JCHCTBHUS:
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1. Barpy3uthb 06passl B docker-registry

2. [TonmoxxuTh source KOHHEKTOPHI PAIOM € pa3BepHyTOM muardopmoii B nanky /config/kafka-
connectors/source

3. Ecniu Heo6X01MMO, OJIOKUTH Sink KOHHEKTOPHI PSIIOM C pa3BEPHYTOH I1aT(HOPMOIA B IMAIKY
Jconfig/kafka-connectors/sink (na manHbIii MOMeHT SiNK koHHekTOpHI B Moayie «llman
11eXa» HE MIPE/ICTaBIICHbI)

4. Tlonoxxutb COMPOSe ¢ailbl psIOM ¢ HACTPOWKOW miaardopmbel (MecTo, OTKyma ObLIO
NPOM3BECHO pa3BepThiBaHKe TaThopmbl) B manky ./workshopplan/*-compose.yml

5. B docker-compose.yaml miatdopmpl HYXKHO 100aBHUTh HCIIOJIB3YEeMOE IPUIIOKCHHE
(workshopplan) B Betky services.admin-rest.environment.prism.applications.main

6. [lepepa3BepHyTh Iatdopmy.

2.2. BHelmIHMH MeXaHU3M KOPPEKTHPOBKH U 3aMeHbI 111a0JI0HOB JOKYMEHTOB

Jliist mepeonpeieieHust OTYETHBIX (POPM, JOCTATOYHO JOOABUTH MAIKY reports psSaoM ¢ HY>KHBIM
MIPUIIOKEHUEM.

Tak xak ACYHIl «lIpusma» paszBopaunBaercsi mnpeumyiiectBo B cpene docker swarm,
HEO0OXOIMMO TMOJAKJIAIBIBATE (haliIbl OTYETOB KaK OTACIbHBIC vVolume ¢ TMOJIKIIOYCHHBIM CETEBBIM
JTUCKOM.

Hns storo B manke uncramisitopa ACY 11 «IIpu3may BbIIOJHUTE KOMAHY:

./install. {environment}.sh extract-reports

Jnsa  npunoxenuit omnpeneneHHbix B - nepeMeHHo PRISM2 APPLICATIONS, Oyzer
MIPOM3BE/ICH MOUCK OTYETOB B WX oOpa3ax (mamka ./images), MOCjie Y4ero psaoM ¢ HacTpOMKamMH s
KOHKPETHOTO MpHUjIokeHus (compose files) mossBUTCs mamnka reports:

./setup/{application}/reports

[Ipumep mNOAKITIOYEHHUS CETEBOTO JIMCKa C HCIOIB30BAHMEM TaKkeTa MporpamMMm Samba u
npotokona CIFS u3 makera ycranoBku Astra Linux.

B OC Astra Linux ycranosuth maket fly-admin-samba crnenyromieir koman1oii:

sudo apt install fly-admin-samba
Co3ziaTe IUPEKTOPUIO:
sudo mkdir /prism2 files

OTtpenakTupoBaTh KOH(UTYpPAIIMOHHBIN (aiii:

sudo nano /etc/samba/smb.conf

J106aBUTE B €ro KOHEIl CIeAYIONIYI0 KOH(PUTYpaIuio:

[prism2 files]
available = yes
comment = prism2 files
browseable = yes
case sensitive = yes
ea support = yes
fstype = Samba
path = /prism2 files

writable = no



smb encrypt = no

read only = yes

#IIocTynnHO BCEM

guest ok = yes

#guest account = nobody
3anyCTUTh MPOBEPKY HACTPOCK:
testparm
[Tocrne gero mepe3arpy3uTh CEpBHUC samba:
sudo systemctl restart smbd

CxonupoBath (aiiibl B CO3IaHHYIO CETEBYIO MANKy KOMaHIOM:
mkdir -p /prism2 files/{application}/reports $folder && cp -r
./setup/{application}/reports/* /prism2 files/{application}/reports
Jlo6aBUTh HACTPOWKHM Ui HYXHOTO MPUJIOXKEHHS B OCHOBHOW compose ¢ailm M Takke
CMOHTHPOBATh CO3JIaHHBINA JUCK ¢ IToMoIIbio ApaiiBepa CIFS:
{application}-rest:
volumes:
- {application} reports:/reports
volumes:
{application} reports:
driver: local

driver opts:

type: cifs

device: //{HOST IP}/prism2 files/{application}/reports
o: "guest, sec=none,vers=1.0"
#unm
#0: "username=admin, password="* ***x*x*x*x"yerg=1 0"

Jlns u3BnedeHus, KOppeKTUPOBKU U moameHsl (aitnoB B mpunoxkeHusx ACY I «Ipuzmay,

TpeOyeTCst OCYIIECTBUTD BBIIIECTOSIIME IIIArH, IPU 3TOM 3aMEHHUTH B KOMaHIax «reports» Ha «filesy.

3. ABapuiiHble CUTYyallMu
Puck BO3HHKHOBEHUS aBaprIHLIX CI/ITyaIII/Iﬁ B JaHHOM MOAYJI€ OYCHbL MaJl, OCHOBHBIMU
npuYruHaM  OaHHBIX CI/ITyaIII/II\/II BO3MOXHBI TOJIBKO HeCO6J’IIOI[CHI/Ie YCHOBI/Iﬁ BBITITOJIHCHU L

TCXHOJOTHYCCKOI'O MPOLECCA, a TAKKC ITPHU MOTCPC YaCTU JAHHBIX B CHCTEMHOI1 MaIKe.

3.1. JlelicTBus NpU 0TKAa3aX MPOrPaAaMMHBIX MJIH TEXHUYECKUX CPeACTB
O npeicTBUsAX NMpU OTKa3ax MPOrPAMMHBIX WJIA TEXHHUYECKUX CPEACTB OINHCAHO B JIOKYMEHTE
«PykoBozncTBO mo Hactpoiike u comnpoBoxacHuo Moaynss ACY/II «llpusma». PykoBoacTtBo mo

HACTpOHKe U conpoBoxkaAeHUI0 Moayns «[lnmatdopma» m.5.1.



3.2. JleiicTBHUS MO0 BOCCTAHOBJIEHHI0 MPOrPAMMHOI0 00ecneYeHUsl CHCTEMBI
O I[Gf[CTBHSIX MO0 BOCCTAHOBJICHUIO TPOTPAMMHOI'O 066CH€‘-I€HI/I$I CHUCTCMBI OITMCAaHO B TOKYMCHTC
«PykoBosicTBO 1O HacTpoiike u compoBoxaeHuo monyinsi ACYIIID «IIpusma». PykoBoacTtBo 1o

HaCTpoiike u corpoBoxaeHuto moayins «llnardpopma» n.5.2.

3.3. [eiicTBHSI 10 BOCCTAHOBJIEHHIO TAHHBIX
O nelcTBUAX 1O BOCCTAHOBJICHUIO JAHHBIX OMUCAHO B TIOKYMEHTE «PyKOBOJICTBO [0 HACTPOUKE
u conpoBoxaeHuo Moayis ACYIII «IIpuszmay. PykoBOACTBO MO HAacTpOMKE U COMPOBOKICHUIO

monyns «Ilnardpopmay n.5.3.

3.4. [eiicTBus B ci1ydasix 00HAPY:KeHHS] HECAHKIIHOHUPOBAHHOI'O 0CTYINA K JTaHHBIM
B ciyyae oOHapyxkeHus: HecaHkimoHupoBanHoro gocryna k ACY/AII «IIpusmay. Ilnan nexa

HCO6XOI[I/IMO npeanpuHuMaThb IIGfICTBHSI B COOTBETCTBHMH C IOJIMTUKON 0€30IaCHOCTH NpCanpusaTus.
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