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1. BeBenenue

Hacrosmuit 1OKyMEHT SIBIII€TCS PYKOBOACTBOM II0 HACTPOMKE U COIPOBOXKACHUIO MOIYJIS

«YTpaBleHHE KOMIUIEKTAllUENH», BXOJALIETO B ABTOMaTU3UPOBAHHYIO CHCTEMY YIPAaBICHUS

JAUCKPCTHBIM ITPOU3BOJACTBOM «HpI/ISMa».

1.1. llepeyeHb TEPMHUHOB, ONIpeAeJIeHUH U COKPAIleHU I

CHCI_[I/I(I)I/I‘IHBIG A1 HACTOAWICTO JOKYMCHTAa TCPMHUHBI, OIPCACICHHA U COKpAIICHHUA

npeacrasicHbl Hike (Tabauma 1 Tabmuma 2 ).

Tabnuma 1 — TepMuUHBI ¥ OTIpeACIICHHS

TepMmun

Omnpenesienue

Astra Linux.s

Poccuiickass omepaunuoHHas cucremMa Ha 0ase
OTKpBITOTO ~ MCXOJHOIO0  KojAa, pa3zpaboTaHHas
CHELUMaJbHO  JUII  HYXKJI  T'OCYAAapCTBEHHBIX
YUPEXKJIEHUN U KPUTUYECKU BAaXKHBIX OOBEKTOB

Bpoxkep coobreHmit

[IporpamMMHOe oOecriedeHue I CBSI3U  MEXITY
MIPHUIIOKCHUAMMU, cucreMmamMu u CJIy>K6aMI/I,
[oMorampiiee uM OOMEHHBAThCs HH(OpMarmeit

ZIPYT ¢ IpyroM

Cymnocts ACYII «IIpusmay, HeoOXoaumas st

Konnekrop peaym3ani  OOMEHa JaHHBIMH CO CMEXHBIMU
cucTeMaMu
CTpyKkTypHasi €IWMHHUIIA, BXOJSIIAs B TPYIIILY
Monayns

«ITonnepxuatomue cucteMb» ACY I «IIpuzmay

Tabmuma 2 — CokparieHus

Cokpamenue

ITo1HOE HAaMMeHOBaHME

API

Application Programming Interface — nporpammMubIit
uHTepdeiic

CIFS

Common Internet File System - npotoko, KOTOpBbIii
MO3BOJISIET KIIMEHTAM MOJTy4aTth A0CTY K (aitnam Ha
cepBepe 10 CeTH

JSON

JavaScript Object Notation — TekcroBblii (opmaT
oOMeHa JaHHBIMU, KOTOPBIN HCIOJIB3YETCS IS
XpaHCHUA  JaHHBIX W HUX TICpCAadynu MCKAY
PAa3JIMIHBIMU CUCTEMAaMU U ITPUITOKCHUSIMHU

REST

REpresentational State Transfer — mnepenaua
PCIPE3CHTATUBHOI'O COCTOAHUSA

SSH

Secure Shell - mpoTokon MPUKIATHOTO YPOBHS IS
6e3omacHoro oOMeHa mHpopMalueln Mexay ABYyMs
YCTpOICTBAMU

URL

Uniform Resource Locator - anmpec caiita wnim
OT,Z[CJIBHOﬁ Be6-CTpaHI/ILU>I, AOKYMCHTA,
1/1306pa>1<eHH;1 B UHTCPHETC




ABTOMaTH3UpPOBAHHAS cuctema yrpaBiIeHUsS
ACYATT JTUCKPETHBIM MPOU3BOACTBOM
b baza nanabIx
IocTt l'ocynapcTBeHHBIN CTaHIApPT
JICE Jleranu 1 cOOpOUHbIE €TUHUIIBI
K KoHcTpykTopcekas JoOKymMeHTanus
KTC Kommiekc TeXHHUECKUX CpeaCcTB
oC OnepanmonHasi cucteMa
K [TopTaTuBHBINA KOMIIBIOTED
110 [Iporpammuoe obecnieueHune

1.2. Tpedyemblii ypoBeHb MOATOTOBKH 00CIY:KHBAIOILET0 MEePCOHAJIA

TpeOyemblii ypoBEHb MOJITOTOBKH OOCIY)KMBAIOIIETO TIEPCOHANIa OMUCAaH B JIOKyMEHTE
«PykoBozacTBO 1o Hactpoiike u compoBoxkaeHuto Moaynst ACYII «Ilpusmay». PykoBoactBo mo

HaCTpOﬁKe " COIIPOBOXKIACHUIO MOIYJISL ((praBJ'IeHI/Ie KOMILIEKTaIMEeH) II. 1.1.

1.3. IlepeyeHb JOKYMEHTAUMH, ¢ KOTOPHIM HEOOXOAHUMO O3HAKOMHTHCS
00CJIYKUBAKIIEMY MEPCOHATY

OO0cnyXuBawIlIEMy TMepCcoHaNly TMepel HadaloM paboThl HEOOXOAMMO O3HAKOMHUTHCS C
JOKYMEHTalUEH:

— PyxoBoactBo no ycranoBke ACYIII «Ilpusmay. PykoBoJICTBO MO yCTaHOBKE MOIYJIS
«YnpaBiieHHE KOMIUICKTalUEN»;

— PykoBoacTBo no HacTpoiike u conpoBoxaeHuto monyist ACY JIIT «IIpuzmay. PykoBoactso
10 HACTPOMKE U CONPOBOXKACHHUIO MOAYIISI « Y IIPABJIEHNE KOMIUIEKTallUEN»,

— PyxoBoactBo mosb3oBateneit ACYII «IIpusmay. PykoBOACTBO mMOIb30BaTEs MOIYIIS
«YnpaBiieHHE KOMIUIEKTalUEN»;

— O6mee omucanne ACYIIl «Ipuszmay. OOmee onucaHue MoAyns «YIpaBiieHHE
KOMIUIEKTalen»,

— Oo6uee onucanne ACYII «IIpusmay. OGmee onucanue moayis «llnatdpopmay,

— PyxoBoactBo mosb3oBateneit ACYII «IIpuzma». PykoBOACTBO TOJIB30BATENST MOYJIS
«IInarpopmay;

— PykoBoxactBo mo Hactpoiike u comnpopoxaeHuio ACYII «Ipusma». PykoBoactBo mo
HacTpoiKe U conpoBoxaeHuIo Moayis «llnardopmay;

— PykoBoactBo no ycranoBke ACY/II «Ilpusma». PykoBOACTBO MO YCTAaHOBKE MOJYJIS
«[Tnardopmay.

1.4. CocTaB nporpaMmMHoOro oéecrne4eHus

[Tporpammuoe obGecrieuenne Heobxoaumoe it pabotsl ACYIIL «Ilpusma». Ymnpasnenue
KOMIUIEKTAIlUEN ONMHCAHO B JOKyMeHTe «PyKOBOJICTBO IO HACTPOMKE M CONMPOBOXKICHHUID MOJYJIS
ACYIIT «Ipuzmay». PyKOBOICTBO IO HACTPOWKE M CONPOBOXKIACHUIO MOAYJA «YIpaBlIeHUE

KoMIUIeKTamuen» m.1.3.




2. OnucaHue onepanuii

2.1. Oonosaenue IO

Jyist OOHOBIIEHUS TPOTPAMMHOTO 00€CIIEYeHUSI HEOOXOIMMO MTPOU3BECTH CICAYIOIINE TICHCTBUS:

1. 3arpy3utb 00pa3sl B docker-registry

2. [TomoxuTh source KOHHEKTOPHI PSJIOM C pa3BepHYTOM TiaTdopmoii B manky /config/kafka-
connectors/source

3. Eciti He00X0IMMO, TIOJIOXKUTH Sink KOHHEKTOPBI PSIIIOM C pa3BEPHYTOM TIAT(HOPMOIA B IAINKy
Jconfig/kafka-connectors/sink (rna manublii MOMEHT SINK KOHHEKTOPHI HE MPEICTABICHBI B
MojyJie «YTIpaBieHHe KOMIUICKTAIIUE»)

4. Tlonoxxutb COMPOSe Gailbl psSIOM € HACTPOMKON Imiardopmbel (MecTo, OTKyna ObLIO
IIPOM3BEIECHO pa3BepThiBaHKE MIATGOPMBI) B manky ./complmgmt/*-compose.yml

5. B docker-compose.yaml mmatrgopmMbel HYKHO JOOAaBUTH HCIIOJIB3yeMOE IPUIOKCHHE
(complmgmt) B BeTky services.admin-rest.environment.prism.applications.main

6. Ilepepa3BepuyTh miardopmy.

2.2. Buemrnuii MexaHu3M KOPPEKTHPOBKH U 3aMeHbI 1a0JI0HOB JOKYMEHTOB

Jliis mepeonpeieieHust OTYETHBIX (OPM, TO0CTaTOYHO 100aBUTH MAIKY reports psIoM C HYKHBIM
MIPUIJIOKEHUEM.

Tak xak ACYIIl «lIpusma» paszBopaunBaercss mnpeumyuiectBo B cpene docker swarm,
HE00X0MMO MOJKJIAIbIBaTh (ailjbl OTYETOB KAaK OTJEJbHBIE Volume ¢ MOAKIIOYEHHBIM CETEBBIM
JICKOM.

[ storo B nanke nncramsatopa ACY A1 «IIpusmay HyKHO BBIIIOJIHUTH KOMaHAY:

./install. {environment}.sh extract-reports

Jns  npunoxenuit ompeneneHHsix B nepeMeHHoi PRISM2 APPLICATIONS, Oyner
MIPOM3BEICH MOUCK OTYETOB B MX oOpa3zax (Mamka ./images), Mocje 4ero psAaoM ¢ HacTpOHMKaMH ISt
KOHKpeTHOro npuiiokeHnus (compose files) mosiBurcs namnka reports:

./setup/{application}/reports
[TpuMep NOIKIIOYEHUS CETEBOrO0 JUCKa C HCIOJIb30BaHMEM IakeTa mporpaMMm Samba u
nporokoina CIFS u3 makera ycranoBku Astra Linux.
B OC Astra Linux ycranosuts naket fly-admin-samba cienyromieit komaH10ii:
sudo apt install fly-admin-samba
Co3ziaTe IUPEKTOPUIO:
sudo mkdir /prism2 files
OTtpenakTupoBaTh KOHOUTYPATMOHHBIN (haii:
sudo nano /etc/samba/smb.conf
J1oGaBUTE B €ro KOHeIl CIeAyIOUIyI0 KOH(PUTypaIuio:
[prism2 files]

available = yes

comment = prism2 files

browseable = yes

case sensitive = yes



ea support = yes

fstype = Samba

path = /prism2 files

writable = no

smb encrypt = no

read only = yes

#IJoCcTynHO BCEM

guest ok = yes

#fguest account = nobody
3anyCTUTh MPOBEPKY HACTPOCK:
testparm
[Toce uero nmepe3arpy3uTh CEpBUC samba:
sudo systemctl restart smbd
CxornupoBath (haifiibl B CO3JAHHYIO CETCBYIO MMANKYy KOMaHIOM:

mkdir -p /prism2 files/{application}/reports $folder && cp -r
./setup/{application}/reports/* /prism2 files/{application}/reports

Jlo0aBUTh HACTPOMKU Ui HYKHOTO MPHJIOKEHHS B OCHOBHOM compose (ailn u Takxke
CMOHTHPOBATh CO3JIaHHBINA JUCK ¢ IToMoIIbio ApaiiBepa CIFS:
{application}-rest:
volumes:
- {application} reports:/reports
volumes:
{application} reports:
driver: local

driver opts:

type: cifs

device: //{HOST IP}/prism2 files/{application}/reports
o: "guest, sec=none,vers=1.0"
#unm
#o0: "username=admin, password="*******k"yerg=] 0"

Jlnis u3BieYeHUs, KOPPEKTUPOBKU U MoaMeHb! (aiinoB B mpuioxkeHusx ACY /Il «IIpuzmay,

Tpe6yeTc;1 OCYHICCTBUTD BBIICCTOAINEC IArv, IpU 3TOM 3aMCHUTH B KOMaH/JaX «reports» Ha «filesy.

3. ABapuiiHble CHTYyauMu
Puck BO3HUKHOBEHUS aBapHﬁHBIX CI/ITyaI_II/Iﬁ B JaHHOM MOJYJIC€ OYCHb MaJl, OCHOBHBIMU
NpUuYruHaM  OAaHHBIX CI/ITyaL[I/Iﬁ BO3MOXHBI TOJIBKO HCCO6JIIOI[CHI/IC YCJ'IOBI/Iﬁ BBIITOJIHCHU S

TEXHOJOTHYCCKOI'O MPOLECCA, a TAKKE IIPH MOTEPEC YaCTU JaHHBIX B CHCTEMHOI1 ITaIKe.

3.1. JlelicTBMSI IPH O0TKAa3aX MPOrPAMMHBIX HJIM TEXHHYECKHUX CPeICTB

O peicTBUSAX MPU OTKa3axX MPOrPAMMHBIX WJIM TEXHUYECKUX CPEJCTB OMMCAHO B JOKYMEHTE
«PykoBosicTBO 1O HacTpoiike u compoBoxaeHU0 monyinst ACYIITD «IIpuszmay». PykoBoacTtBo 1o

HacTpoiike u conpoBoxaeHuto moayins «llnardpopma» n.5.1.
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3.2. JleiicTBHMSI MO BOCCTAHOBJIEHUIO IPOTPAMMHOIO 00ecre4eHUus1 CUCTEeMbI

O neiicTBUSX 110 BOCCTAHOBJICHUIO MPOTrPaMMHOT0 00€CTIeUeHHs CHCTEMBI OITMCAHO B JIOKyMEHTE
«PykoBozncTBO mo Hactpoiike u compoBoxacHuo Moayns ACYII «llpusma». PykoBoactBo mo

HACTpoiike u conpoBoxaeHuto moayins «llnardpopmar n.5.2.

3.3. JleiicTBHSI IO BOCCTAHOBJICHHIO TaAHHBIX

O nelicTBUAX 10 BOCCTAHOBJIEHUIO JaHHBIX ONMCAHO B JOKYMEHTE «PyKOBOJCTBO 110 HACTPOMKE
u comnpoBoxaeHnto mMoayinss ACYIIL «IIpuzma». PykoBOACTBO IO HAcCTpONKE M CONPOBOXKIECHUIO

monayns «ILimarpopmay n.5.3.

3.4. leiictBust B cJy4asix OOHApY:KeHUS] HECAHKIMOHMPOBAHHOIO [0CTyNma K
JAAHHBIM

B cnygyae obHapyxeHus HecaHkuuoHupoBanHoro noctymna kK ACYIIT «lIpuzmay. Ynpasnenue
KOMIUIEKTAIe He0OXOANUMO MpEeANPUHUMATH JEHCTBUSI B COOTBETCTBUU C MOJUTHKOM 0€30MacHOCTH

MPEATPUITHSL.
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